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The most current fraud schemes


1. Fraudsters use a new and convincing scheme using Gosuslugi (State Services) and the Gosklyuch electronic signature application. First, the fraudsters gain access to the victim's personal account on Gosuslugi. Then they upload a fake notarised power of attorney to manage all of the person's accounts in a special section of Gosuslugi for signing documents via Gosklyuch. The victim receives a notification that they have to sign the document. Then a fake government employee calls, convincing them that all of the accounts have been compromised, so they urgently need to sign the power of attorney and save their money. After signing, the employee calls again, but this time the employee is supposedly real, and says that the person has become a victim of fraudsters. After signing the power of attorney, the fraudsters gain access to all of the accounts, so the funds need to be immediately transferred to a “safe account”.
In addition, having gained access to the victim’s account on Gosuslugi, fraudsters use the personal account to obtain microloans on behalf of the victim.

2. Fraudsters use a new scheme with corporate group chats. The fraudsters create chats and add the employees of a particular organisation to them, as well as fake accounts of their managers. After that, they write that the company is undergoing an inspection on behalf of the manager and warn the employees about a call "from law enforcement or regulatory organisations." Then the fraudsters may ask potential victims to transfer funds to third-party accounts, allegedly for the needs of the organisation. The fraudsters may also offer to install some kind of virus software or ask for a list of employees where their personal data is stated. 

3. Fraudsters began to deceive the self-employed workers and individual entrepreneurs on behalf of the Federal Tax Service employees.
The fraudsters say that they see income that was not taken into account when calculating the tax, and offer to conduct a reconciliation by the document they have allegedly sent. The victim does not find the document and the fake tax officer explains that the reason is the desynchronisation of data with Gosuslugi Service. To restore the work, a code from the SMS is needed. Then the fraudsters gain access to the victim's personal account on Gosuslugi and the victim's personal data. 

4. Fraudsters began to deceive Russians on behalf of the non-existent Unified Medical Service or on behalf of a district clinic. The fraudsters call and ask when the last fluorography was done or report that the victim has been prescribed tests as part of a preventive medical examination, and then report outdated data that needs to be updated. To do this, they ask for the SNILS number (Individual Insurance Account Number) and/or the code from the SMS messages. Then the fraudsters gain access to the victim's personal account on Gosuslugi and the victim's personal data. 

5. Fraudsters introduce themselves as employees of mobile network operators. In this case, a fraudster informs a victim that their contract has expired and needs to be extended. To do this, victims need to provide the code from the SMS messages, otherwise the phone shall be disconnected. The fraudsters also inform victims about connected expensive services. To disconnect them victims also need to provide the code from the SMS messages. Then the fraudsters gain access to the victim's personal account on Gosuslugi and the victim's personal data, as well as to remote banking systems. 

6. Old schemes that are still in use. The well-known schemes with calls on behalf of employees of the “bank security service”, law enforcement officers or the Central Bank employes are still popular with fraudsters.
Fraudsters convince the victim that someone has gained access to their accounts and that funds need to be transferred to a so-called "safe account".
Fraudsters can also report that someone, using the stolen personal data of the victim, is trying to get a loan on their behalf. In order to protect themselves and help catch the criminals, the victim needs to urgently take out a loan and also transfer it to a "safe account". As a result, the victim not only loses money, but also becomes a debtor of the bank or microcredit organisation.

The fraudsters’ assistants are called droppers.
A fraudulent group always includes droppers who are engaged in the withdrawal of funds from card accounts, to which the fraudsters transfer funds stolen from the victims' accounts for subsequent cashing. Droppers are usually young people aged 18-25 lured through advertisements on social networks of the Internet by promising of easy earnings. Young people who agree to such work usually never see their “employers”, but they become accomplices in a crime as part of an organised criminal group of persons when their "employers" carry out fraudulent operations. Fraudsters also offer to simply sell cards or rent them out for remuneration. This is also aiding the fraudsters.
When droppers are identified and their guilt is proven, the court usually sentences them to real terms of imprisonment of 5 years or more.

Beware and warn your children about the irreparable consequences of such types of earnings.

Recommendations:

Never give anyone any codes from SMS messages, push notifications, card and account numbers, logins and/or passwords from Internet or mobile banking, Gosuslugi in a telephone conversation. Do not disclose your personal data to strangers.

If you receive phone calls from the “Central Bank”, “bank security services” or “law enforcement representatives” and other organisations trying to find out your personal data and/or asking you to provide codes from SMS messages, immediately end the phone conversation and, if necessary, call your bank yourself.
Remember that bank employees NEVER ask you to provide them with any codes or passwords.

Employees of the Bank of Russia (Central Bank) NEVER call their clients to notify on attempts to write off funds from citizens' accounts and do not ask to provide any codes.
Representatives of government agencies, including law enforcement agencies, are STRICTLY PROHIBITED from using instant messengers such as WhatsAPP, Viber, Telegramm, etc. for work-related purposes.

THERE ARE NO “SAFE ACCOUNTS” IN THE CENTRAL BANK OR ANY OTHER BANK. If you are offered to transfer funds to a “safe”, “protected” or any other such account by bank transfer, by courier or through an ATM, THESE ARE FRAUDSTERS. Do not transfer funds to such an account under any circumstances. 
Please immediately provide the details of such an account (card number and other details of the fraudsters known to you) to your bank, and also contact law enforcement agencies. This will help protect you and other citizens from fraudsters.
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